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Executive Summary

Two factors — a lack of standards and a rush to market by vendors — have resulted in the 

Internet of Things (IoT) creating a challenge to the privacy of consumers, the network 

infrastructure of service providers, and the reputation of the industry. 

We believe an opportunity exists for home router vendors and service providers to 

both secure their customers’ home networks and offer value-added services through 

a new approach to IoT security: Avira SafeThingsTM. We allow providers and vendors to 

secure the home environment through the combination of a lightweight agent residing 

on the home router and working in conjunction with a powerful cloud-based machine 

learning engine. Harvesting data to build a model of the network use allows providers to 

understand the context of device use, and ensure threats to consumers and the Internet 

are addressed at the source. 



Introduction

The connected home has become a reality. 

Consumers are embracing the Internet of 

Things (IoT) to benefit from smart devices 

as diverse as phones, tablets, IP cameras, 

smart locks, smart lighting systems, baby 

monitors, thermostats, televisions, audio 

and TV, lighting, and even appliances. 

But in a market without product 

standards, and where IoT vendors 

focus on how quickly they can market, 

security is almost completely forgotten. 

IoT devices are often shipped with 

default passwords. However, the practice of changing 

passwords after installation is not enforced at all. The 

IoT devices may be shipped with open network ports 

that cannot be changed and too many vulnerabilities 

that are embedded in the firmware. Attackers know 

this and exploit such vulnerabilities, putting both the 

connected home and the network infrastructure at risk.

This white paper explores how the connected home 

may be secured by service providers and home router 

manufacturers without any effort from the user, and with 

minimal time, effort, expense, or risk from their side.

Avira has a wealth of experience protecting the privacy 

of end users, their private data, and the security of 

their connected devices. Here, we introduce Avira 

SafeThings™, a completely new approach to IoT 

security that uses machine learning, a branch of 

artificial intelligence, to secure the connected home 

in the most natural place — at the router, where the 

Internet meets the home.
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According to industry analyst firm Gartner, by 2020 there will be an excess of 20 billion IoT devices connected — of 
the 20 billion, more than 12 billion will be in consumers’ homes1.

This presents security and privacy challenges for service providers. The potential for devices within the network to 
be involved in DDoS attacks is huge, and the threat is real. 

In 2016, it was reported that an attack from within the network of Deutsche Telekom took 900,000 routers offline, 
disrupting Internet access for a large proportion of its subscribers. It was estimated that this attack cost Deutsche 
Telekom approximately €2 million, and impacted 1.25 million consumers2.

Preventing such an attack using traditional security 
methods would have required Deutsche Telekom 
to analyze traffic within, and across, their network, 
looking for indicators of device compromise. 

The clues to the source of the traffic were there, 
hidden in the data generated by IoT devices as part of 
Deutsche Telekom’s operation. However, the volume 
of data generated by the attack was unprecedented, 
and as the devices were behind the consumers’ 
firewalls, the data was inaccessible to the service 
provider. 

It is also important to recognize that consumers are 
often completely unaware of the activities of their 
IoT or smart devices. For example, the very act of 
connecting a smart TV to their home network may 
trigger significant traffic flows to remote services. 
Consumers may think they connect their TV to the 
Internet to access services such as Netflix or Skype, 
but in reality, they are connecting to numerous remote services of which they have no knowledge. This data is also 
available to other connected devices (IP cameras, thermostats, lighting systems, etc.).  

Consumers believe Internet connectivity is a commodity, like water or electricity. Although they increasingly 
understand the need for security on their PCs or online activities, they do not worry about the threats their smart 
devices present to other users, or the lack of privacy that comes from services they are unaware of. This will remain 
the case until the day an attack impacts their homes, their connected devices, and their lives.

Service providers have an opportunity to add value to their services — protecting their customers from the risks of 
IoT today, and the attacks that will, without doubt, happen tomorrow.

The Scale of The Consumer IoT

1 Gartner press release http://www.gartner.com/newsroom/id/3598917
2 https://www.theguardian.com/world/2017/jul/21/briton-admits-to-cyber-attack-on-deutsche-telekom-court
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The Lack of Security by Default

Some of the most fundamental principles of security are routinely ignored with IoT devices. They are often shipped 
from the factory with static or poorly generated default passwords, and no “change password at first use” policy.  
There have even been extreme cases where no password was required to access configurations or services on the 
device. Additionally, unnecessary ports have often been left open without regard to the risks.

The launch of Mirai changed this situation dramatically. Mirai malware scans the Internet looking for online devices 
which are protected by commonly used sets of credentials3. Once it finds these devices, they are enslaved into a 
botnet — ready to execute remote commands.

The natural reaction to these attacks are to close down ports and change user credentials. But with credentials 
embedded in firmware, and ports used by service providers for maintenance, this is mostly impossible. 

Unlike an enterprise, the average consumer does not want to be the information security officer for their home; they 
want to adjust the lights, turn up the heating, keep an eye on the baby, and enjoy the latest box-set — all without 
leaving the couch or thinking about configuring their complex devices.

We must all accept that traditional IT security principles must change for the connected home. An approach using 
Intelligence is required, and data is the key.

Where Does the Internet Meet the Home?

It has taken years to educate consumers on the importance of personal online security — the need to protect their 
own computers from malware, to use passwords that cannot be easily guessed. 

IoT security challenges the industry to educate the consumer to a completely new level of awareness; why should 
a home user be concerned that their baby monitor might be used to attack an email server in France? Why should 
they be concerned that the film they last watched on Netflix was reported to a company in China?

Simply put, educating the majority of consumers — that their smart devices might represent a security challenge 
for other people, or that non-financial data may be seen by another company — may be beyond the capabilities of 
our industry.  

Utility providers don’t have to educate their users on how to use their services. Is this a model we can apply to the 
utility of the Internet?

We expect the water coming into our house to be clean, and safe to drink. We expect the electricity supply to be 
clean and reliable; we do not expect to have to modify it before use. The utility supplier ensures us that as the 
service enters the home, it is safe to use.

Imagine if everything that used a household utility required some sort of additional configuration to protect the 

3 http://www.csoonline.com/article/3126924/security/here-are-the-61-passwords-that-powered-the-mirai-iot-botnet.html
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Avira SafeThingsTM — A Platform to Secure the Connected Home

Securing the Internet where it meets the home is not simply a question of modifying the router. The consumer 
expects security to just work. 

In turn, this means an intelligent approach is required to secure the home, no matter what device(s) are connected 
to the router.  

The Avira SafeThingsTM ecosystem consists of an app installed on the home router, a secure communications channel 
to the cloud, and behavioral threat intelligence cloud platform that enables the connected home to function securely 
without fear of IoT device compromise. 

At the heart of Avira SafeThingsTM is a powerful machine learning engine that, when combined with the lightweight 
router app, uses contextual analysis to discover connected devices and profile their normal behavior. It detects 
anomalous behavior, blocks vulnerabilities, guards against IoT ransomware, protects privacy, and prevents malicious 
IoT misuse — all without additional hardware. 

security of the service. We just expect to be able to drink the water, turn on the lights or switch on the oven, and the 
utility providers do not expect that any of these consumer performed actions will somehow disrupt the service for 
others. The Internet should be the same. 

Where the Internet enters the home, it should be secured — for both the consumer and the provider. The service 
provider, or at least the manufacturer of the router, should be responsible for securing the connected home.

In addition, the privacy of the home should be the overarching principle. Information from the home should stay 
in the home, unless specific permission is given to share the information. It shouldn’t be shared with the world. 
Avira SafeThingsTM offers transparency, allowing users to understand where their data leaves the home network. 
Unwanted scenarios may include automatic data reports sent to ad networks, behavior tracking services, rogue 
servers etc.
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The Architecture

Avira SafeThingsTM takes a platform approach with multiple elements dedicated to particular tasks. These are 
installed on the router and accessed as cloud services.

Sentinel is an agent installed 
as firmware on the router. It 
is responsible for discovering 
devices, collecting packet 
headers, and enforcing 
protection rules on the router. 
It does not impact router 
performance, browsing, or data 
throughput because it uses 
packet mirroring to obtain 
visibility of data in transit.

Above all, Avira SafeThings 
SentinelTM maintains consumer 
data privacy as it only records 
how traffic flows through the 
network, not what is in the 
payload; also, it does not send the 
payload to any remote location.

The Secure 
Channel 
connects the 
agent in the 
router to the 
cloud service. 
It is a scalable 
and secure 
communications 
channel 
responsible 
for securely 
exchanging 
information and 
rule enforcement 
instructions 
between the 
agent and the 
cloud.

Extended 
functionality 
such as Parental 
Control, Private 
VPN, Ad Blocker, 
and Secure 
Browsing can 
be integrated 
through custom 
plugins.

Avira SafeThings Protection 
CloudTM is the data store and intel-
ligent core of the system. It stores 
all the metadata received from the 
Avira SafeThings SentinelTM and 
builds IoT category and individual 
device profiles. Both supervised 
and unsupervised machine learn-
ing algorithms are used to learn 
normal activity, classify usage 
patterns, detect anomalies, and 
automatically take best action 
to secure, ensure privacy and 
normal function of IoT-connected 
devices. In addition, it provides 
the management, insight, and rule 
definition interface that ensures 
Avira SafeThingsTM secures the 
connected home.

Avira SafeThingsTM 
User Interface is an 
API that enables 
service providers to 
access and control 
Avira SafeThingsTM 
functionality. It can 
be used to extend 
existing service 
provider apps to vi-
sualize the operation 
of Avira SafeThingsTM, 
drill down into 
specific detail, and 
control rules and 
actions to be taken in 
case of compromise.
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Avira SafeThings SentinelTM

The discovery of devices connected to the home network, collecting information on traffic flows, and enforcing 
security policy defined by the Protection Cloud is the responsibility of Avira SafeThings SentinelTM. It provides 
functionality to execute commands on the router and enforce highly granular security policies under the control of 
the Protection Cloud. It also helps to ensure the router itself by scanning it for known vulnerabilities.

The agent consists of binary format code compiled for a specific CPU and OS, delivered to the service provider, ready 
to be flashed into firmware. It can also be delivered as a package to routers that support firmware updates.

For efficiency, the agent is written in a low-level programming language. Depending on the router specifics, the 
size of the agent can be as low as 500KB. It is self-updatable, with signature-based verification to guard against 
network corruption and unauthorized tampering. If an update fails, the previous version will be installed to ensure 
continuous operation.

To ensure that SafeThings has no performance impact on the network, the agent runs in user space on the router at 
a lower priority than other applications (e.g. DHCP server, DNS server, etc.). It generates minimal additional traffic 
by only collecting and transmitting packet header data; this also promotes privacy, as no packet content is shared 
with the cloud.

An important additional element of SafeThings is that it also provides the opportunity to deliver value-added services 
to the consumer. Its modular nature means that future updates can easily add additional functionality, both from Avira 
and 3rd parties. For example, other modules may include Parental Control, VPN, Safe Browsing, Ad Blocker, etc.

Avira SafeThings Secure Channel

The SafeThings secure communications channel uses SSL encryption and integrity checking to ensure that security-
related data is communicated to the Avira SafeThings Protection CloudTM without fear of compromise, and that the 
integrity of policies and commands initiated from the cloud are preserved.

In addition, it is architected to be resilient with high-availability servers geographically distributed.

Avira SafeThings Protection CloudTM

As the intellectual core of Avira SafeThingsTM, the Protection Cloud has multiple functions.

It maintains a Big Data repository that allows detection and classification of all types and categories of IoT devices 
in use across the managed network, and discovery of individual devices within each home. It retains the information 
about all traffic that flows to and from, and between, the home devices.
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This repository is used to feed machine learning algorithms that analyze traffic to profile devices for normal behavior 
and uses artificial and swarm intelligence to identify anomalies in device traffic patterns and usage.

Controlling the overall operation is a management, insights, and response layer that allows definition and 
enforcement of policies through rules that action on detection of anomalies. This layer enables a management 
user interface allowing operators to better understand IoT network operation through dashboards and/or extended 
applications.

The elements of the Protection Cloud work in harmony to deliver the best possible level of IoT device protection.

The Key to IoT Security — Understanding Data at Scale

All activities on the home network and between the home and the service provider core, generate data. This data 
holds extremely valuable insight into what is happening, what is normal, and what is abnormal.  

Through the analysis of traffic data, it is possible to get early warning of attacks, and therefore take action. But doing 
so relies on storage of vast amounts of data. While the router has a role to play in collecting that data, it must be 
stored in the cloud to be useful at all. 

Using data to understand vulnerabilities and breaches requires a new approach. Traditional methods focus mainly 
on descriptive analytics or are based on static data models that run into limitations when confronted with fast-
changing data and the scaling issues associated with IoT data. 

For example, it might be desirable to receive 
a notification if a certain traffic condition 
was met — the amount of data traffic from a 
room thermostat increasing to an abnormal 
level. To be able to spot potential problems, 
the data has to be analyzed in terms of what 
is normal or abnormal. Could this be tracked 
by a network engineer reviewing data from 
thousands of devices in real time? It is self-
evident that this is not scalable — setting 
static thresholds is time consuming and is 
limited to only identifying known patterns.

It is immediately obvious that the only way 
to make sense of this vast amount of IoT-
generated data is by using machine learning. 

In order to analyze data immediately, and to accurately identify new patterns, our platform is capable of collecting 
and aggregating streaming data at scale. It learns normal behavior for each device and identifies anything that could 
indicate an anomaly. 
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Device Discovery

Although customers have not yet generally recognized these, security and governance issues stemming from the 
proliferation of devices  are among the challenges that the IoT poses to them. The consumer may not know exactly 
what IoT devices are connected to their networks, a situation which threatens the integrity and security of their 
connected home, and they certainly will not know what device behavior is acceptable.  

Using machine learning and dynamic rules, our platform automatically discovers and profiles all connected IoT 
devices using a 3-step approach:

•  Taxonomy profiling using text mining techniques

•  Specific device category mappings (services, DNS requests, etc.)

•  Network traffic analysis using supervised classification algorithms

Being able to distinguish, for example, a thermostat from a smart TV represents the first step towards securing these devices. 

It should be noted that device category mapping and profiling make use of data from across the SafeThings device 
estate. Making use of “crowd analytics” in this way strengthens the overall capability of the system.

Anomaly and Attack Classification

For each device profile, the system builds an incremental behavioral model. Anomalies are detected by comparing 
actual device behavior to the expected normal activity — both for the IoT category (e.g. IP Camera) profile and the 
specific device profile. 

When a device is compromised, there will often be a 
deviation from the normal behavior. Such deviations 
will be reflected in a number of indicators such as 
the size of the inbound/outbound packets, number 
of sent/received packets, event frequency, or a 
significant change in the count of TCP flags, etc. 

Beyond this, these anomalies can also be compared 
against pre-built classification models to accurately 
qualify whether this is an attack and if so, the attack type. 

Avira SafeThingsTM analyzes the entire network 
traffic profile, be it internal (e.g. port scanning) or 

bidirectional. In this way, attacks from both sides of the firewall can be detected:

•  internal to external — DDoS attacks (e.g. UPD Flood4, TCP SYN Flood5, TCP HTTP Flood6, etc.)
•  external to internal — network penetration attacks (e.g. Telnet or SSH).

UDP Flood Flooding with many UDP datagrams

UDP Plain Sending large UDP datagrams

TCP ACK Flood Flooding with ACK requests

TCP SYN Flood Flooding with SYN requests

TCP HTTP Flood Flooding with huge GET/Post requests

GRE IP Sending GRE packets with large amounts of encapsulated data

Telnet Attemping malicious login attempts to gain access

SSH Attemping malicious login attempts to gain access

Port Scanning Scanning target host for open ports

Attack Methods Detected

4 https://en.wikipedia.org/wiki/UDP_flood_attack
5 https://en.wikipedia.org/wiki/SYN_flood
6 https://en.wikipedia.org/wiki/HTTP_Flood
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These data records can then be further investigated for possible malicious activity they might portray and fed for 
comparison against a prediction model that will assess whether the anomalies represent a specific attack. 

For this specific situation, an automatic notification is triggered, alerting the end user that a packet flood attack was 
detected. 

Additionally, an automatic rule was enforced by the cloud and transmitted to the agent to block the access to that 
specific target service.

Insights and Management Center — Anomaly Detection in Action

Although rules can be completely automated without the need for intervention by user or the service provider, the 
overall process can be seen in the Insights and Management Center.

Not only is Avira SafeThingsTM capable of identifying the types of devices introduced to a network, but it can also 
automatically enforce security measures for device types that have potential security vulnerabilities. Consequently, 
it is possible to assign automatic enforcement rules for devices based on their profiles and block suspicious 
communication and isolate affected categories. 

Moreover, IoT devices that deviate from their normal behavior can be automatically quarantined after assessing 
their risks. For assessment, validated classification models (an approach that highly reduces the false positive alerts) 
in 2 categories of intrusion protection policies are used:

•  inbound attack protection: Network/port scanning, brute force over exposed services to get remote
    access (e.g. Telnet, SSH, Web service)
•  outbound attack protection: DDoS attacks where devices become part of a larger botnet controlled by hackers.

Anomaly Detection

Anomalous events are determined by auto-adaptive threshold estimation to maintain a low false alarm rate (unlike 
other static/statistical thresholds). Our models are continuously updated to detect new anomaly patterns, using 
unsupervised machine learning algorithms.

For example, a notification is sent when a change in the normal activity is detected using a dynamic threshold.  
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Drilling down and selecting the range indicating an “unusual” activity:

It can be seen that the same source MAC address is flooding a specific target service (7000). 

There is a high volume of sent packets and a sudden increase in the number of SYN flags. This device is sending a 
succession of SYN requests to a target’s system in an attempt to consume enough server resources to make the 
system unresponsive to legitimate traffic.

The aggregated data confirms that the attack was correctly detected by Avira SafeThingsTM.

Time Device destIp destPort protocol inPacketsNo outPacketsNo kIn kOut ack syn push

July 14 th 2017,  11 :08:19.000 IP Camera 10.86.248.1
09 7000 6 534 16,359 10.43 639.023 534 16.359 –

July 14th 2017, 11:08:09.000 IP Camera 10.86.248.1
09 7000 6 586 16,389 11.445 640.195 586 16.389 –

July 14th 2017, 11:07:59.000 IP Camera 10.86.248.1
09 7000 6 558 15,567 10.898 608.086 558 15.567 –

July 14th 2017, 11:07:49.000 IP Camera 10.86.248.1
09 7000 6 485 16,043 9.473 626.68 485 16.043 –

July 14th 2017, 11:07:39.000 IP Camera 10.86.248.1
09 7000 6 500 16,396 9.766 640.469 500 16.396 –
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 •  The aggregated dashboard shows the increase in the number of SYN flags and the attack directed at port 23.

The graphs show:

 •  There is a high discrepancy between the number of packets sent (very large) versus received (very low) —
                  Packet In versus Out Graph

 •  Similarly, the size of the sent packets is much larger than the size of the received packets — Packet Size In
                  versus Out

 •  The device that has been compromised (attacker) sends a large number of SYN packets (see Flags graph)

 •  Communication route can also be determined. See first row of the table (source, destination, protocol, 
                 port)

In a similar manner, the Avira SafeThingsTM platform can automatically detect network intrusion attacks, such as 
Telnet or SSH. These attacks are identified and blocked using predefined security policies.

 •  Observe unusual spike in traffic data:
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OEM and Service Provider Integration

The data streams available within the Insights and Management Center can be combined and structured with high 
flexibility, in any desired form or medium by a provider.

For example, if the service provider already has a 
mobile or web app that allows a subscriber to pay, 
activate/deactivate service, get offers etc., Avira 
SafeThingsTM can be integrated as a new feature 
in the existing app, keeping user experiences 
consistent. It can be extended to display and 
control the status of Avira SafeThingsTM — which is 
basically their smart home.

In addition, Avira SafeThingsTM can be integrated as 
a data source into existing providers’ dashboards to 
monitor network performance, whether  they are 
built in house or a commercial system. As a result, 
core network administrators get more intelligence 
over what happens in their networks and they can 
focus on IoT visibility and security from within the 
dashboards they already use.

Where providers already have BI dashboards that 
aggregate network and device usage stats, Avira SafeThingsTM can be used to augment this intelligence and input 
into new product offerings and marketing initiatives. 

Ultimately, providers can gain visibility over what happens beyond the router, right down to the edge device. Device 
categories that are being adopted by users can be monitored with the information being used to enhance their 
businesses, both online and in their retail stores. 

Avira SafeThingsTM can be deployed as a white-labeled or co-branded solution for technology partners to ship with 
after-market routers. They can extend their router management apps to include access to information in the Insights 
and Management Center and allow users to control their own networks. 

As an added benefit, statistics over how users adopt connected technology will be available to the technology 
partner and can help manufacturers adapt their product portfolios accordingly. For example, a router manufacturer 
can decide to build their own smart locks if they see high adoption of this type of device.
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Partner Benefits with Avira SafeThingsTM

Installing the Avira SafeThings SentinelTM onto the in-home router protects the service provider network infrastructure 
from attacks. DDoS attacks originating from home devices can be stopped at the source to ensure reliability of 
service while preserving legitimate device traffic.

Avira SafeThingsTM can offer service providers visibility of devices behind the firewall. This can lead to better traffic 
management and opportunities to sell additional services and/or devices to the consumer. 

Consumers expect to be able to access the Internet safely. Embedding IoT security into the router delivers the best 
possible experience and allows brand differentiation by router vendors and service providers alike.

Avira SafeThingsTM can be delivered as a white-labeled service. This enables additional services to be offered by 
the service provider or router manufacturer. Different levels of service up to fully managed home routers provide 
additional revenue opportunities.

Service providers that offer routers and connected home devices will benefit by demonstrating their end-to-end 
commitment to security. IoT adoption will be faster and the brand will be enhanced greatly.

Avira SafeThingsTM transforms routers into home protectors, supporting user privacy and placing IoT devices beyond 
the reach of hackers. It secures customers’ connected home at the best possible place — where it meets the Internet.

In short, Avira SafeThingsTM does the following:

•  Protects IoT devices from hijacking, ransomware, and malicious attacks

•  Is embedded in the router where the Internet meets the home 
•  Is highly compatible with a host of platforms and architectures, and requires low specs

•  Is powered by artificial intelligence

•  Uses advanced traffic profiling algorithms, without relying on Deep Packet Inspection (DPI)

•  Is enhanced through crowd-sourced threat intelligence

•  Can automatically discover, profile, and protect devices

•  Learns and permits normal activity; detects and prevents everything else 

•  Stops attacks in real time

•  Remains always up to date; device patching not required

•  Includes a full Insights and Management Center with API control

•  Does not affect users’ Internet speed

Summary
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